Cylance and Lookout Partner
To Align Security Protection
®

Securing Endpoints and Mobile Devices

About Cylance
Cylance develops artificial
intelligence to deliver
prevention-first, predictive
security products and smart,
simple, secure solutions that
change how organizations
approach endpoint security.
Cylance provides full-spectrum
predictive threat prevention and
visibility across the enterprise to
combat the most notorious and
advanced cybersecurity attacks,
fortifying endpoints to promote
security hygiene in the security
operations center, throughout
global networks, and even on
employees’ home networks.
With AI-based malware
prevention, threat hunting,
automated detection and
response, and expert security
services, Cylance protects the
endpoint without increasing
staff workload or costs. We
call it the Science of Safe.

About Lookout
Lookout is a cybersecurity
company that predicts and
stops mobile attacks before
harm is done to an individual or
an enterprise. Lookout’s cloudbased technology is fueled by a
global sensor network of more
than 170 million devices and
over 70 million apps that are
added daily. With this dataset
of virtually all the mobile code
in the world and the predictive
machine intelligence to analyze
and make sense of the data,
Lookout can identify connections
that would otherwise go unseen
and stop cyber criminals from
attacking mobile devices.

Introduction
Cylance and Lookout have joined together to form the Post-perimeter Security
Alliance, which brings protection to virtually all devices in a customer’s environment.
Post-perimeter security is a new approach to enterprise security centered on the
protection of corporate data when accessed by devices outside the corporate
perimeter. It is a security model for the modern, perimeter-less, cloud-delivered,
and privacy-focused world. With the prevalence of BYOD and mobile devices being
used for work-related purposes, the need has never been greater for an alignment of
best-in-class in class security on all employees’ work-accessible devices.

Value Statement
 ith the Cylance-Lookout technology alliance, customers can extend their endpoint
W
security policy and threat intelligence across endpoints and mobile devices to reduce
risk and meet compliance requirements. With the extension of security across
personal and corporate-owned devices, customers can expect to see a measured
increase in prevention, protection, and ease of threat management across their entire
organization.

Use Case
Efficient and Best-in-Class Device Protection
• Challenge: IT and Security Operations teams must protect company assets and
employees’ own devices used for work from modern threats. This can lead to a
myriad of disparate protection methodologies and products designed to cover a
broad range of devices.
• Solution: Cylance technology has the ability to protect Windows, Mac, and
Linux servers, desktops, and laptops, and Lookout technology has the ability
to protect the full range of iOS and Android devices without the need for other
layered security.
• Lookout brings security and compliance to today’s mobile workforce without
compromising productivity, privacy, or user experience. Lookout’s unique
technology secures corporate data for the modern employee workstyle, allowing
users to work from anywhere, and any network.
• Additional Benefit: With Cylance’s prevention-first methodology, which lowers
noise (less infections, alerts, remediations, and re-imaging), along with Lookout’s
AI-based mobile protection technology, customers can respond with greater
efficiency and accuracy to modern threats.
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