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IN THIS EXCERPT 

The content for this excerpt was taken directly IDC MarketScape: Worldwide Mobile Threat 

Management Security Software 2017 Vendor Assessment (Doc # US42373417).  All or parts of the 

following sections are included in this excerpt: IDC Opinion, IDC MarketScape Vendor Inclusion 

Criteria, Essential Guidance, Vendor Summary Profile, Appendix and Learn More.  Also included is 

Figure 1. 

IDC OPINION 

As the mobility market continues to evolve, we are seeing changes to the way enterprises evaluate the 

security needs of their enterprise mobility solutions. This has brought about an expansion of mobile 

threat management (MTM) products that expand beyond the standard tracking and management of 

devices we have traditionally focused on with enterprise mobility management (EMM). 

IDC sees the mobile threat management market gaining momentum as more enterprises decide that 

EMM/MDM and native sandboxing and segmentation on mobile operating systems (OSs) are not 

enough to meet overall mobile threat management needs. According to IDC's 2017 U.S. Enterprise 

Mobility Decision Maker Survey, half of U.S. enterprises and SMBs have deployed some form of 

mobile device security solution — mobile antimalware, mobile threat management, or mobile app 

scanning. An additional one-third of U.S. businesses not using MTM today plan to deploy this 

technology in the future. 

Deploying EMM plus MTM is becoming the new defense-in-depth, or "belt + suspenders," approach to 

security. Every MTM customer reference IDC interviewed for this study deployed its MTM solution in 

concert with EMM technology. This follows the overall trend among U.S. enterprises; among the 50% 

of enterprises deploying MTM solutions, more than three-quarters also had deployed EMM, according 

to IDC's 2017 U.S. Enterprise Mobility Decision Maker Survey. 

MTM interest is driven by the overall security challenges businesses face. According to the IDC 

mobility survey, mobile security/compliance, in general, was the most frequently cited challenge 

businesses said they face among all aspects of a mobility deployment — before cost, complexity, and 

vendor-related issues. Compliance requirements specifically drive a lot of MTM buying decisions, as 

businesses face market/industry-specific compliance requirements and mobile computing, as well as 

more broad-sweeping regulatory challenges, such as the General Data Protection Regulation in the 

European Union (EU), and for firms operating in that region. 

Key findings of this study include: 

▪ Vendors' MTM products are primarily focused on iOS and Android platforms with limited 

availability on the Windows 10 platform, with many believing the traditional Windows security 

products cover that area. This leaves a gap between pure-play mobile devices and enterprise 

tablet devices utilizing Windows 10 operating system. 

▪ Capabilities found in most MTM products focus on protecting the device from phishing attacks, 

man-in-the-middle attacks, and device-specific security issues such as jailbreaking. Advanced 

MTM providers cover every aspect of interactions with the mobile device — from user 

downloaded apps through to network connections. Thwarting SMS-based attacks is also a 

focus for MTM providers, as texting is a frequently used business communications tool that 

falls outside the area of most traditional security solutions. 
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▪ Carrier partnerships are key go-to-market strategies for MTM providers as a way to get their 

software deployed on enterprise mobile devices provisioned through mobile operators and 

managed via mobile life-cycle management or managed EMM solutions. 

▪ Similar to carrier partnerships, EMM partnerships are critical for MTM providers in business 

deployments, as most MTM solutions rely on these platforms for a range of remediation and 

device-level enforcement capabilities, as well as distribution of MTM agents to corporate-liable 

and BYO devices. 

▪ Customers of MTM software are focused on device management beyond standard EMM and 

looking for the next level of security for their enterprise devices. 

IDC MARKETSCAPE VENDOR INCLUSION CRITERIA 

Vendors included in this research effort meet the following inclusion criteria: 

▪ Mobile threat management, as defined for the purposes of this vendor assessment, provides 

protection, detection, analysis, and remediation of mobile device based on threats from both a 

device and a network perspective. 

▪ Software offering must be standalone or, if not standalone, the products' primary focus must 

be mobile threat management. Offering should have both a client (mobile app) and a network 

component that complement each other and provide real-time data for analysis and mitigation. 

▪ Offering must, at a minimum, support Android- and iOS-based devices. 

▪ Offering must meet one of the following criteria: offering has been available for at least one 

year, or it must have five or more verifiable customers. 

ADVICE FOR TECHNOLOGY BUYERS 

This study analyzes and rates vendors across a broad range of capability- and strategy-focused 

criteria. As mobile threat management comprises a group of products in a nascent stage, it is 

important to evaluate them based on customer interactions with the available products as well as these 

products' view to the future of mobility. As threats evolve, so must the road maps of the products that 

will protect devices from these threats. Further as more IoT devices enter the market, it is important for 

the interaction between MTM products, enterprise mobile devices, and future devices to all work 

seamlessly together, which requires MTM products to go beyond traditional mobile device protections 

to take IoT into account. Some of the key areas that IT buyers should focus on when evaluating MTM 

products are discussed here. 

Key Measures for Success 

▪ Current capabilities. Key capabilities match the market need for protection from local physical 

attacks, [interactive] network attacks, mobile email attacks, SMS-based attacks, web-based 

attacks, app-based attacks, malware compromise, outdated operating systems, jailbreaking, 

and so forth. IDC believes that when reviewing mobile threat management products, 

customers should be aware that there are baseline capabilities that are necessary for these 

products to be functional for the enterprise market. These key capabilities ensure that the 

product goes beyond device management or simple virus scanning and is truly a threat 

management product that will provide IT organizations with a potent tool to fight mobile threats 

in fashion that is not cumbersome to the user. 
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▪ Evolving product road map. The product road map is based on customer and partner input that 

covers the aspects of cloud, data analysis, mobility solutions, and social integration. The 

product road map shows substantial investment in planning and timing based on inputs from 

customers and partners as well as an overall understanding of the industry. The road map 

extends past basic product functionality and looks to accommodate current mobile device 

offerings and is future looking in a fashion that positions the company and product to be a 

leader in the industry. 

Further, the road map shows understanding of how the security market is evolving to address 

mobile threat management architecture needs. With mobile security still in its nascent stage 

and mobile becoming more prevalent in the enterprise, it is imperative that the product road 

map can meet the evolving business needs that companies will be facing over the next few 

years. Having a product that is poised to handle today's security concerns and is looking to the 

future about mobile and IoT is imperative for success. 

▪ Planned service offerings (products to be introduced next year). Demonstration of product 

growth and expansion meets current and future market needs. In conjunction with the overall 

strategic road map, the offerings planned over the next year are important to evaluating each 

of these enterprise MTM products. IDC looked at the offerings that are planned as well as what 

is currently in testing to determine the product will meet the needs of the enterprise today and 

will incorporate the changes in the industry; vendor is actively providing new features to meet 

those needs. 

▪ Customer assessment of vendor. Customers rely on innovative opportunities with vendor for 

strategic needs. A key element IDC looks for when evaluating products is how the current 

customer base feels about that product in its implementation. No matter how many features a 

product has or how long it's been on the market, if it is does not meet the needs of the 

customer or if it is cumbersome for the customer to install, support, or use, it will not be 

adopted. Therefore, customer success is a key factor in the success of a product. Product is 

shown to be easy to implement and meets the current and future needs of the customer base 

in the enterprise market. 

Further, new security features can be cumbersome and difficult to implement on the enterprise 

level. The ability to deliver product that is easy to implement from the time the customer signs a 

contract to when the customer has the product up and running is one of the keys to a successful 

implementation. Based both on vendor information and customer impact, IDC evaluated the time 

required to roll out each new product both at the network level and at the device level. 

▪ Architectural innovation. Strategic plan to make mobile threat management is a key element of 

strategic security architecture. Mobile threats are an ever-growing aspect of the enterprise, 

and with more mobile devices entering the enterprise arena, it is imperative that mobile threat 

management products focus on architectural development and innovation that are positioned 

not just for today's threats but also for tomorrow's threats. A mobile threat management 

product must be constantly evolving and able to look for the next threat on the horizon rather 

than simply focusing on the threats of today. 

▪ Implementation. Mobile threat management is just one tool in the security toolbox for 

enterprise mobility today. For this reason, it is imperative that the MTM tool can easily 

integrate with existing security infrastructure and other security tools. The MTM solution must 

integrate out of the box with current EMM solutions and connect to existing security 

information and event management (SIEM) products used within the enterprise. The MTM 

product must also be easily installed on all mobile devices that are managed by the enterprise 

customer. Device installation should be simple and straightforward for the users and ensure 

that little memory and battery is required for usage. 
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▪ Support. Vendor offers various levels of support, providing customers with the ability to mitigate 

issues throughout the product life cycle. This can include carrier partnerships to deliver MTM 

software with business handsets as well as broader integration strategies with systems 

integrators and security solutions implementation partners with mobile-focused practices. 

As MTM is still a relatively new area for most enterprises, it is important that support is easily 

accessible to the IT organization. We evaluated products based on the level of support 

provided and the extent to which that support is available on a 24 x 7 basis. IDC looked at the 

support offerings of each product based on what was provided by the vendor, how the 

customers currently use support, and customer assessment of support. 

▪ Intellectual property. To be a true leader in MTM, it is important for the product to go beyond 

just basic capabilities. This aspect of capabilities looks at things such as machine learning and 

AI capabilities within each product. IDC evaluated the unique features and offerings of each 

product. 

VENDOR SUMMARY PROFILES 

This section briefly explains IDC's key observations resulting in a vendor's position in the IDC 

MarketScape. While every vendor is evaluated against each of the criteria outlined in the Appendix, 

the description here provides a summary of each vendor's strengths and challenges. 

Lookout 

Lookout is positioned as a Leader in this IDC MarketScape for the MTM security software market in 

part because of its strong offering with the Lookout Mobile Endpoint Security (MES) product line. MES 

was first released in June 2015 and is sold as a single product with two package options: MES for 

threats and MES comprehensive suite, which includes MES for threats and MES for app risk. The 

company is venture backed and has offices in the United States, Europe, and Asia/Pacific. The 

product is designed to run on both iOS and Android, and Lookout is part of the Apple Mobility Partner 

Program. MES integrates easily with all the major EMM and SIEM products. 

Lookout has approximately 350 employees worldwide, holds 110 patents in the security space, and 

has customers across a variety of industries including financial, technology, healthcare, retail, 

professional services, and government. The company has several channel partnerships and strategic 

partnerships on the telecom side including AT&T, T-Mobile, Sprint, Deutsche Telekom, and KDDI. 

Lookout Mobile Endpoint Security incorporates privacy by design principles to assure organizations 

that their end users' privacy is handled with due care. Lookout collects only the data necessary to 

deliver protection against the spectrum of mobile risk, with robust privacy controls to limit the personal 

data collected and displayed to administrators. Lookout is EU-U.S. Privacy Shield certified as of 

October 2016 and is in the process of achieving ISO 27018 and GDPR compliance. In addition, 

Lookout has achieved ISO 27001 certification and FedRAMP In Process status. 

The Lookout product consists of two major components: the client half and the Lookout Security Cloud. 

The client portion is a lightweight application that utilizes very little in the way of system resources and 

requires few device permissions. The bulk of the work happens in the Lookout Security Cloud, which 

offers real-time protection against the risks associated with apps, devices, network, and web and 

content vectors. The Lookout Security Cloud collects real-time data for more than 100 million devices 

and crawls all the major and minor app stores worldwide to detect anomalies. This data is matched 

against Lookout's existing data set to correlate any issues and allow for the system to provide 
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information to all users throughout the ecosystem. Anomalies detected are sent out through the cloud 

to all systems to allow for remediation or other actions through their EMM policies. 

Lookout's protection formula falls into four basic areas: 

▪ Threats associated with apps, such as trojans, ransomware, rootkits, leaky apps (malicious 

and/or noncompliant), and other vulnerabilities 

▪ Threats associated with the devices themselves, such as unpatched devices and jailbroken 

devices 

▪ Network risk, such as man-in-the-middle attacks and certificate hijacking 

▪ Web and content risk, such as mobile phishing attacks, malicious files, and browser 

vulnerabilities 

Lookout's extensive data set and machine learning capabilities provide for exhaustive real-time data 

from around the world to client administrative consoles. 

Strengths 

Lookout is extremely well funded with nearly $300 million in funding raised over the past several years, 

making it a security software "unicorn" in Silicon Valley parlance (companies with valuations over $1 

billion). This gives the company deep pockets to invest in R&D, product development, marketing, and 

other go-to-market activities — far beyond what any other competitive start-up can match. This is 

reflected in the deep mobile threat research team at Lookout, as well as the broad installed base and 

partnerships it has established. 

Lookout has one of the largest team of mobile threat researchers among any security company, either 

MTM vendors or larger traditional enterprise security providers. This coupled with its 100+ million 

device network across 150 countries and extensive data set gives the company a strong capability of 

identifying not only headline-grabbing vulnerabilities in major mobile OSs but also more lower-level 

threats to customers based on risky corporate app behavior and varying threats to users based on 

location and region. 

Challenges 

Lookout's app can be verbose with alerts and status updates, and numerous end users have 

complained of distracting or nuisance status updates in both the consumer and enterprise interfaces. 

With its roots and history in consumer mobile security, Lookout has a longer track record and larger 

installed base than many of its smaller start-up competitors, but only in the past three years has it 

focused on enterprise security as a top priority. 

APPENDIX 

Reading an IDC MarketScape Graph 

For the purposes of this analysis, IDC divided potential key measures for success into two primary 

categories: capabilities and strategies. 

Positioning on the y-axis reflects the vendor's current capabilities and menu of services and how well 

aligned the vendor is to customer needs. The capabilities category focuses on the capabilities of the 

company and product today, here and now. Under this category, IDC analysts will look at how well a 

vendor is building/delivering capabilities that enable it to execute its chosen strategy in the market. 
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Positioning on the x-axis, or strategies axis, indicates how well the vendor's future strategy aligns with 

what customers will require in three to five years. The strategies category focuses on high-level 

decisions and underlying assumptions about offerings, customer segments, and business and go-to-

market plans for the next three to five years. 

The size of the individual vendor markers in the IDC MarketScape represents the market share of each 

individual vendor within the specific market segment being assessed. 

IDC MarketScape Methodology 

IDC MarketScape criteria selection, weightings, and vendor scores represent well-researched IDC 

judgment about the market and specific vendors. IDC analysts tailor the range of standard 

characteristics by which vendors are measured through structured discussions, surveys, and 

interviews with market leaders, participants, and end users. Market weightings are based on user 

interviews, buyer surveys, and the input of IDC experts in each market. IDC analysts base individual 

vendor scores, and ultimately vendor positions on the IDC MarketScape, on detailed surveys and 

interviews with the vendors, publicly available information, and end-user experiences to provide an 

accurate and consistent assessment of each vendor's characteristics, behavior, and capability. 

Market Definition 

Mobile threat management solutions are products delivered as either pure SaaS or hybrid on-

device/cloud technology that identify vulnerabilities and malicious code on mobile devices and active 

attacks and exploits and mitigate these attacks. Core functionalities of the products include detection 

of malicious activities on mobile devices, such as apps, malware, or configuration settings. The 

technology can also include the ability to protect apps from attacks as well as to detect insecure or 

risky network connections. MTM solutions also have elements of big data analysis, as the products 

should collect data from deployed mobile devices and use analyzed data to improve device security — 

such as pushing the latest mobile OS attack profiles and behaviors or known malicious apps to 

devices. The cloud-connected aspect of these products also allows the technology to communicate 

with EMM platforms or other security information collection or mitigation points, such as security 

information and event management platforms or firewall/VPN/IPS infrastructure. From a broader IDC 

taxonomy perspective, MTM solutions by definition can also include antimalware (which includes 

antivirus and antispyware), antispam, intrusion prevention, and firewalls for mobile devices. 

LEARN MORE 
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Synopsis 

This IDC study represents a vendor assessment of providers offering mobile threat management 

(MTM) software through the IDC MarketScape model. The assessment reviews both quantitative and 

qualitative characteristics that define current market demands and expected buyer needs for MTM 

software. The evaluation is based on a comprehensive and rigorous framework that assesses how 

each vendor stacks up to its peers, and the framework highlights the key factors that are expected to 

be the most significant for achieving success in the MTM market over the short term and the long term. 

"Mobile threat management is emerging as a must-have puzzle piece for successful enterprise mobility 

deployment and management," says Mike Jennett, research vice president, Enterprise Mobility 

Strategies, at IDC. "With the expansion of mobile usage for corporate work, the need for secure 

communications and the shoring up of device vulnerabilities is becoming essential, and the 

marketplace is responding with a robust offering of tools now available to the enterprise from MTM 

vendors that integrate with existing security and enterprise mobility management (EMM) tools. 

Integrating these tools into existing enterprise mobility deployments will expand enterprise security 

capabilities to handle both device and network risks associated with mobile deployments." 
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